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CYBERSECURITY
NUCLEAR SECTOR

Nuclear power reactors produce 20% of our nation's electricity. Ensuring the safety and

security of these facilities is a top priority. Since the September 11, 2001 terrorist attacks,

the Nuclear industry has pursued comprehensive cybersecurity efforts that incorporate
robust cybersecurity policies, procedures, and practices to protect these vital components
of our critical infrastructure.

Data Flow and Security Mechanisms
FOR NUCLEAR PLANTS

Nuclear Power Plants are protected from cyberattacks using a defense-in-depth concept in
which sacurity controls are layered throughout the network. One part of this approach is a

hardware device that only allows data to flow from high-secunty areas to low-security areas.

HIGH SECURITY
ndustrial control Flg Nuclear

ms that are

[ to plant safety

HARDWARE DEVICE
(E.G., DATA DIODE)
; a ona-way
Jow of data

e Management
—Hi) Station

ELEMENTS OF A

Defense-in-Depth Approach

Critical assets that perform safety, securty, and emergancy
preparednes:

components need

protected ¥om cyberatta

laaming about the
ough participation In
with the U.S. government, Including

Incviduals who work with dighal plant equipment are subject to
background checks, exensive secuty screening, cybersecurtty
training, and behavoral observation

on ver th thumb drives , and other
portable media are main ed. T dend regularly
scanned for malware

Parsonnel at nuclkear power plants are trainad to identiy, contain,
and esadicate a th

In the unllkely event of a successtul cyberattack, a nuclear
reactor may be powered down, maintained in a safe shutcown
condition, and disconnacted from the power gid.

Supply chain risks are minimiaad by being aware of evaving
Iy purchasing assets from approved
distribution path, and test
ure they operate sscuraly.

LRiitles perform ongoing monitoring of Shelr 510 ™e equipment
k5 functioning property, to Identity tial vuinesablities and cyberatiacks

The Nudiear Regulstory Comm {NRC) performs o it of their
program with a

all Issues that the pla )

10 cybersacunty specialists In the reglon. In addition, the cybe )
programs are pericdicaly evaluated by an NAC inspection team to ensure
they have been properly implementad.

https://www.cisa.gov/sites/default/files/publications/Nuclear%20Sector
%ZOCybersecurity%ZOInfographic%204.13.21_508c.pdf

22.11.2

24



- RERIC KX B HE & WS RERE

[(hE) BRFEYIE. LIRXYTAYHTH D, 1953FE T/ EUNT—IZKBIRF
ADOEMFA EEDER. TAINTIIRFHAREADODRBEEDS AZRR
HEIT R [BFAEEFARL- LAL, REIEXIIEFHADOFE AR EEZR
N, RAHTBHIEN, ZD LREESHBREDSIZZITEEBRT HIERK,
FFHDEEE. TOEEFDERSE—BRHEL OO RIEEHESD
REM, ZCTHRHYRTEBFADN, RIRSMAICEEBOYRIRZSIERITIESD
F=OITEo RN TIAR=F R =Y ETHAH(19565F) , cnlE. R
FAKZFIZHL, 5860008 ML (HBFEOL—FT2000EMHERY)F LEELT
RIET S, FDAR60005M I (216EA) * REDRR T, 512 (1800fZH) &
B EELELLSELVDBD, ZCORBD6000AMNLE ., REESHDESHE
BNRFARIET—ILEL TR ERBEEH-ONINE T 2= 5128
FGW, DFY ., SN U EDOREEIARAGELIEELI-DTHS,

ECAD—A., HEDBA#ENEELEREFAKEOHRE TR, A
ET0ENNTH 1=, 70BN VD BEE I T HFHEN. ZD 107D —IZHiET-
LS {E6000 /N VEWSA A BEE, TR RIEEEWNEE. [EFHEFEILE
TISNTEEDOTHS, FLTIORRIEZ. SELEDHSALY, |

http://trust.watsystems.net/matuo/matuo9.html



ARG TERBROERF—EEN - < B L - 5% - ) (ShEEE,19924F)

A BN 2EHE (2012F, 41 3 Ea1—)
R 5 R HEFKEE
https://research. a01. aoyama. ac. jp/blog/insights/column hida-3-4-2/

BHIENG R FERE O RGN OREIRESE THRESHIE B R0 Z A0
BIFETOND Y A7 EaX b, BT [TBF] 2020211 H 5, 90411
. Pp- 53-59, https://www.iwanami.co.jp/kagaku/eKagaku 20201 1_H0nma.pdf>

R NREIX, 57T, DT HHEOBENEZRY HT 72012, FIZAIRWVWE
MO ZTHhE LT, OV AR EaRMEEROITHLET L L DI,
MEEZ R SETE, TREBRLEL TV ORRFIEERERE (R
HE) THDH, FREEHIENTE721961 FORE, HlEZ DL DITH T > THBHK
EEAREL-L A, 3JK7000 (B Eo-, i, YEEOEZTED2 20 F
ThbH, TNIZHLDPDPDLT, T xR L RBEHIERSL b, BEFRESEZ
50 (5 (BRAE1200 (BH) & L7, 740 0Dl O/NS X TH D,

REEHRE. BERIERERYT BICH¥oE812kAZH RERFESSL
Tt BRER EBHFETZ2I. 2022511888)

BA. CELGERRCELBORBRIFBEIN TS, CADER
B ERBCATIREOERDELEENLMRTE D,
Ric. ESBOBEDTEIELTH, ZORDHRA VTSP
20127 HSEQRBERBRBEFTR=HEIBE | 26

M
|
%



- BRICEITOAEREICEOAREICHNT HRBEIE

"(FE8) HEDLELERIF, EFIBOERNVET 7T 2Ty NOBEEER)
ICIHMTFTITUTHRETDIDDLOBERBEEZADERTH DD, YEF7T7Y
:/7__\/ |\, tb;b(fj—iﬁ‘l);_z, /i/&, ﬂ'\ #AZ@@I:’: TD E%Iﬁﬁxt\/\ﬁfc:ﬁ
MERICEDLSVETTFIITV RN, EIBOERE FEBEBRICHKET S
CEZBHRULROILERITAETR, (FE),

FARFEZEILEILDH ZRDH DR, EfESE (54),p. 13
(FXF. THRIEESIAERO0.))

http://www. ikata—tomeru. jp/wp—content/uploads/2012/01/ jyunbishomn54. pdf

%E%#EIEIL%%

SHAIKEDENIC UVRFEDEEFIEZ K D 2017FE5H2H
www.datsugenpatsu.org/bengodan/wp-content/uploads/
2017/05/20170502%E5%A3%B0%E6%98%8EFin.pdf

ZESKEMARNET ! EESILHABSOBRKBZZT-6. ENEEOHRFAEMEL T

HyoHcDM?
BRIRERF(TERXDYy—FT YR ), 2017F12H6H,
https://news.yahoo.co.jp/byline/iizukamakiko/20171206-00078947

NHK T6 UEEMNKEI NS, BRI ? HREIE? ) (2022.6.16)
https://www3.nhk.or.jp/news/special/sci_cul/2022/06/story/nuclear_220616/

22.11.27 27



R REE SR, Fill LA — b5 [FREOLZEEEITE S H L~ )] O, |
p.52 ; http://www.ccnejapan.com/CCNE_specialreport5.pdf

227 BFICHR T DHE
2015 F£9 B19 HERB. ZEEASE T, WO AL REREEENTRESNC &ICE

->T. EFNBEFEEDTENRREIND LDICHE>Tco BU. HANDODERWLEEHEN
TSN TN H2EHBEMICHEDPITWVDIXRERFHHERTH D, MEKEICK DR
2 EMHIASOITAILKELRE, SHOEERMIEKBEEOIEAZFR>TED., LWHAR
HZHEEZRLHFNSICMAZ ZEFTERWN, ZOEEZERLT. RFFRHHROES = BES
LR il 5730,

Ric, BEEDFNHE U TREIRREICR D, EENERDOEKICLDIHREBZR (TS ESH,
WSEXTHRLRL, ERIIAFELUT, BEEREHROMAZHLORFEZHREL. COELTEE
ICILEN T B EIIANERZEDBESHTH D, UNULEDETHSSE. SHAILEE =T
UDFc FREOWEICTRZ SN LS BREFKITH D 20,

2017 %4 B21 H. BUFld TBEHEEIYCILETROTEICDOWT, 22a%K L. BRICE LT,

TENICWBIEEIF. TESRDEXLGEYPHITEIOESH# T D& BREXFEOMT .
[El4 B29 HOALEAEEIC KB I T ILEFDER. BRX MO, FEME. JEEHSFRIE. WT
NH10 E. Z2DicdH. BEx Bebtliz, BEFOREFEDORFIFLEZAR 7—ILIC
SHAIDERUZS. XL DU PKBRIRGBRINEOHENNRE T DAEENH 5, A
FHERAEASEEESE. SYAMIIEEHOBND BRI ETREREEZEILEITDIEEKRD D
FHZREULD., ZORERNBIEEL TH 598,

22.11.27 28



— i, U7 TAFTTRELEL D REIDEEIT, T oo
Ex TBifd) ORMBEERDLTCOH, R+ )02 e Tt
TERWVEW D ONREDILE T,

M WROUZTESHE?
- BHREED

W e

MZEHsER

LS EZ RN ZIN DS e
"“"“"vr‘..-

ERyEtls %
SHEBRDD SR CRY

b LEBPBREINTZD - » - BRIZ?2HAIZ?

%A 71/ (science & culture) journal by NHK,2022.6.22
https://www3. nhk. or. jp/news/special/sci cul/2022/06/
story/nuclear 220616/

L

51343
B %

22.11.27



TAVIIDO 2D TEESA=>T7F7 (NT1) | TiLHR%
EDOFREOT axtf o 2L, BF~DREEIT> TW\WET,

ENBEAORSIEZNE TRHMIZITZENTWEFATLEN, X2
v b= —gIREX. 4%, TOEREZ RETAEERHDH E LT
A=

“This is an unprecedented moment.
This is the first time there has been
a war in a country with a large
nuclear infrastructure. The safety
and security of nuclear facilities and
materials in Ukraine must be a
priority for all parties.”

Scott A. Roecker
Vice President,
Nuclear Materials Security
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Current status of nuclear power plant operation in Ukraine

Zaporizhzhia

1. Emergency diesel generators

2. The vulnerability of spent nuclear fuel

2.1. Status of spent fuel at the Zaporizhzhia plant

2.2. The case of Fukushima Daiichi 4 spent fuel pool following the 11
March 2011earthquake

2.3. Consequences of a large-scale release from a spent fuel pool
2.4. Significance for Zaporizhzhia

3. Flood risk and dam breach
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